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Abstract

This paper presents a technology foundation for policy-based networking with an
emphasis on enterprise cyber-security in support of a managed enterprise network-
environment.
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I ntroduction

Networks have historically been deployed and managed as a collection of independent
network devices each managed and configured separately. This results in an assortment
of point-to-point solutions that complicate the management of an enterprise-network
environment. Advancements in computing technologies and corporate reliance on
networked systems have established the enterprise network as a critical business utility.
The industry trend toward converging technologies dictates the need for managed
services to fulfill a wide range of functional requirements. Information management is
needed to manage data as a valued resource and to serve the needs of diverse consumers
of network service. Network management is needed to manage consistent hardware and
software configuration. Identity management is needed for security, access control and
the management of users and network resources with regard to their relationships and
dependencies. Furthermore, corporate network resources and information must be
protected yet accessible by authorized users from anywhere they require access.

These issues present a tall order to fill. To provide the technology foundation for
enterprise information and network management the network must be designed as a
system of related services. Several building blocks form the basis of this foundation.
These include a corporate functional model, enterprise technology architecture, integrated
network services and the technologies necessary to achieve these goals.

Policy-based networking built on this technology foundation offers a solution to these
demands. This is done through rule-based policy enforcement that facilitates automated
device configuration. Policy enforcement is achieved by leveraging the relationships and
dependencies of users and network resources. This is possible through a fundamental
approach of integrated information, identity, security and network management. Policy-
based networking requires that all aspects of the network be designed with a common
goal of providing secure network service.

The adoption of an enterprise technology architecture encompasses al areas of providing
network service. These areas include enterprise applications, corporate servers, end-user
systems, and the network infrastructure. Each of these functional areasis united under the
common purpose of providing secure and reliable information access.

Beyond the technology foundation, the foremost task to successful enterprise policy-
based networking is the definition of an enterprise policy-model based on the way the
corporation functions. An understanding of corporate information requirements including
workflow across organizational and departmental boundaries is needed to build an
enterprise policy-model. This model is used to define the policies and profiles that
manage network security and function. A top down coordinated commitment is required
to accomplish this comprehensive enterprise network design.

The significant problems we have cannot be solved at the same level of thinking with
which we created them. -- Albert Einstein



The Technology Foundation

Policy-based networking requires a comprehensive technology foundation. The
technology foundation can be considered a four-part structure comprised of the corporate
functional model, enterprise technology architecture, management paradigm and the
technology tools necessary for enterprise management. This integrated technology
foundation isillustrated in Figure 1.
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Figure 1. Technology Foundation

The corporate functional-model is derived from the operational characteristics of the
organization. These include the rules, policies, profiles and operational requirements that
define the way business is done. The enterprise technology-architecture is made up of
several architectural technology-domains, each defining a sub-architecture of specific
concern. Similarly, within the management paradigm, each management domain
addresses a specific area of interest. These technology-architecture building blocks must
be collectively designed to support end-to-end management and function.

The technology tools required for automated management need to be built into the
network infrastructure. These supporting parts dovetail to provide a comprehensive
solution to serving the network computing and information needs of the organization.



Integrated network services form the nucleus of the technology foundation. The
integrated network environment incorporates an end-to-end strategy in which network
services are cognizant of the relationships and roles that they serve individualy and in
support of the network as a whole. This cognitive logic is accomplished through the
fundamental concept that data originates from an authoritative source and is shared
through a common repository. An example of the relationships and functiona flow of
coordinated network servicesisillustrated in figure 2.
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Figure 2. Integrated Network Services

The underlying operations of the network need to be designed as a system of coordinated
services so that network function is optimized. For example, the domain name service
(DNS) provides host name to Internet protocol (IP) address resolution, |P addresses are
assigned by the dynamic host configuration protocol (DHCP), host names are created and
registered with the registration service and the host name and IP address are associated
with a specific user identity in the directory service. |P addresses and host names as well
as pertinent information from other sources are stored as attribute information of user and
computer objects in the directory. Similarly, public key infrastructure (PKI) credentias
are associated with user objects and the credential s can be stored in the directory.



Cyber Security Implications

Enterprise cyber security is of primary concern for large computing environments that
manage any kind of sensitive information. Effective information and network security
must be employed to mitigate the threat that exists today. An enterprise policy-based
network architecture permits significant protection levels by providing a high level of
abstraction with which al network-computing elements and element relationships are
managed. This includes physical and logical network resources and network consumers
such as users and applications. Superior cyber security is possible because of the logical
representation that unifies identity, context and network element associations with
automated device configuration in arights and permissions-based security structure.

Identity has emerged as the icon of choice for access control to network and computing
resources. Incorporating identity management is essential to providing access-control for
local, remote and mobile users. Identity management requires an enterprise directory-
service. This permits various communities of users to be managed through group, context
or policy association for comprehensive access control. Each user is modeled as a
network service consumer independent of the entry point to the network.

Implementing an enterprise-policy strategy requires due diligence in policy definition,
risk assessment and incident response based on three bedrock principles. integrity,
availability and confidentiality. * Protecting policy integrity involves policy definition,
administration, enforcement and validation. Roles of responsibility need to be defined to
identify who has authority to determine, administer and validate policy operation. Policy
operation should be assessed to ensure that requirements are met, policy actions are
appropriate and policy implementation is consistent. Policy validation will ensure that
policies function as intended. Policy availability is dependent on a well-designed policy
management system, the underlying infrastructure and the security mechanisms in place
to provide reliable network service. Availability requirements are largely determined by
the policy scope. The policy scope defines policy purpose, who is affected by the policy
and what variables, such as time-of-day, affect enforcement. Confidentiality is ensured
through secure and auditable policy administration.

The Chief Trust Officer, Inc. digital chain of trust? (DCT) presents a framework for
trusted eBusiness as a model for secure electronic transactions. The DCT framework
includes trusted identity authentication, trusted information integrity, trusted digital
receipts, trusted access and trusted time segments. This methodology can be applied to a
trusted policy framework with an emphasis on authentication, authorization and auditing,
(AAA).

! Reference: SANS Security Institute, 1.1 SANS Security Essentials

2 Chief Trust Officer, Inc, Version 1.0 Copyright 2001, Creating End-to-End Trusted Electronic Business
Processes. The Digital Chain of Trust Framework For eBusiness Risk Management,
http://www.chieftrustofficer.com/sys-tmpl/nss-fol der/digital chainoftrustframework/



The trusted policy framework ensures the integrity of policy enforcement. The adoption
of a principled approach is essential to this purpose. A trusted policy framework must be
established where non-repudiation is a concern. Functions such as procurement approval,
commitment of funding or contractual obligation require non-repudiation, auditing and
validation. This requires research and understanding of workflow, approval and
authorization requirements. The trusted policy framework provides a method of verifiable
confidence to ensure trusted policy execution.

An enterprise security strategy will include directory-based identity and system
management as well as directory-independent security mechanisms. Security mechanisms
include firewall protection, data-integrity checking, network and host-based intrusion
detection, and virus protection. Each security measure acts as an integral part of a layered
defense-in-depth. This partnership of logica and physical security is significant to an
effective cyber-security architecture.

Enabling Technologies

Enabling technologies provide the foundation for an integrated network environment and
the means for a management capability that permits identity, information and security
management to be utilized for enterprise networking. An initial set of enabling
technologies would include directory services, the lightweight directory access protocol
(LDAP) and the extensible markup language (XML). These technologies enable identity
and information management throughout the enterprise network.

A directory service provides the repository and hierarchical structure needed for virtual
representation of the physical network environment. This is used to model a managed
system from alogical perspective, where the relationships of users and network resources
are utilized for enterprise management. The physical network consists of systems,
applications, network devices and users. The logical environment includes the network,
network consumers, network elements and the rules to manage identity, information and
security. The directory service allows for delegated administration of the enterprise
network environment through a distributed database. Directory design requires provisions
for directory partitioning, replication and reliable network time synchronization.

LDAP and XML provide the means to represent data from disparate sources so that any
data format can be integrated for end-to-end information management. As the enterprise
network becomes more sophisticated, the network infrastructure will need to support
services such as differentiated services® (DiffServ) and integrated services® (IntServ).
DiffServ and IntServ as well as other protocols provide a means of traffic management
and quality of service (QoS).

® Differentiated services (DiffServ) specify traffic conditioning performed at the edge (entry point) of the
network. Traffic flows are detected, classified and accepted or rejected at the edge. Thisis known as
provisioned QoS due to types of traffic being grouped and provisioned at an aggregate level.

* Integrated services (IntServ) specify controlled load and guaranteed load quality of service. Traffic
management is on a per flow basis. Thisis known as signaled QoS due to traffic quality of service
negotiation through network devices along the path from the sender to the recipient.



Policy-Based Networking

Policy-based networking enforces policy based on the operational requirements and
business rules of an organization. Cyber policies represent a set of conditional parameters
and desired actions to be taken when atarget set of conditions is met. Profiles represent a
set of attributes that describe the requirements and characteristics for a consumer (user or
application) of a network service. Cyber policies utilize logical object associations, which
represent the relationships of users, services and devices to determine policy action.

The DMTF® has developed several specifications® that facilitate policy-based networking.
These include the Common Information Model’ (CIM) and the Directory Enabled
Networks (DEN) specifications. These provide a virtual model for the representation of
all network-computing el ements as a managed system. The policy-based networking CIM
and DEN hierarchy isillustrated in Figure 3.
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Figure 3. Policy Based Networking CIM and DEN Hierarchy

® Distributed Management Task Force, http://www.dmtf.org.

® DMTF specifications include the Common Information Model, Directory Enabled Networks and Web
Based Enterprise Management.

" Further information on CIM can be found at the DMTF web site and in the Final DSP0111 Common
Information Model (CIM) Core Model White Paper, December 18, 2000, Copyright © “2000” Distributed
Management Task Force, Inc. (DMTF).



Policies are applied to physical systems and devices through network services and
protocols. The usage model defines these services and protocols that form the underlying
communication technology for policy enforcement.

Policy-based networking is maintained through a policy management system. The policy
management system is composed of the policy console, policy management tool, policy
repository, policy decision points and policy enforcement points. Policy enforcement
requires methods of policy administration and distribution, policy-rule translation, and
trandation of policy action to device configuration. A policy repository is required for
access control and storage of policy elements. The interrelationship of policy components
and functionisillustrated in figure 4.8
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Figure 4. Policy-Based Network Reference Model

The policy console is an administrative workstation from which policies are managed.
The policy-management tool is a function of policy-management software, such as Cisco
quality policy manager, and provides a method of policy-rule tranglation. The policy
repository is a logical container such as a directory service. A policy decision point
functions to evaluate a state or condition to the target set of the policy. If the policy
condition set is met, the policy decision point securely communicates with the policy
enforcement point via the common open-policy service (COPS) and supporting protocols.
The policy repository and supporting protocols provide for policy distribution to the
enterprise network. A policy enforcement point is a system or device where the policy is
enforced through dynamic configuration changes to access control lists, priority queues
or other parameters as needed.

8 David Kosiur, Understanding Policy-Based Networking, John Wiley and Sons, 2001, p.59




A Policy Architecture For The Enterprise Networ k

This policy architecture contains the logical and physical layers that permit management
and automated configuration of physical network devices. This end-to-end solution
encompasses al elements of the managed network-environment. These architectural
layers are discussed below and illustrated in figure 5.

The DMTF information model specifies a logica repository that maps to physical data
repositories. The core model provides abstraction and classification utilizing the unified
modeling language (UML) and managed object format (MOF) syntax. The managed
element class is a the root of the CIM object hierarchy. Managed system elements
represent systems, components of systems, services, software and networks. The term
“system” is a broad definition and refers to computer systems, dedicated devices,
application systems and network domains.

Managed system elements have both logical and physical element subclasses. Core model
classes include products, settings, statistical information, collections (grouped managed
system elements), component associations and dependency associations.

The CIM common model extends the generic core model. Common modelsinclude:

» Systems— Defines system components and the relationships of system components.

» Devices— Defines physical devices and the connections between devices.

* Applications — Defines software management and install ation.

* Networks— Defines network elements, services and logical e ement class hierarchy.

» Databases — Defines data storage elements.

e User — Defines users, groups and organizations and the relationships to other
elements in the managed system.

» Policies— Defines a structure for defining policy rules, conditions and actions.

DEN, as an extenson of the CIM specification, describes physical and logica
characteristics of network elements and services. DEN also describes policy provisioning
and management methods. This permits the definition of functional requirements for rule-
based device configuration. In addition, vendor-specific extensions describe proprietary
parameters while maintaining standards compliance.

The data models are repository specific and function to define format, storage and access
of various data repositories. The information model permits various types of data to be
represented independent of the repository and allows the data relationships of managed
elements to be modeled.

The directory service is at the core of data and network service integration and serves as
the central repository for common information. The IETF® X.500 Internet directory
criterion defines the directory information tree (DIT) as a hierarchical structure. At the
top of the directory tree is the root, which represents the world; other high-order

® Internet Engineering Task force, http://www.ietf.org.



containers are country and organization. The directory tree branches out with logical-
container objects called organizational units (OU), which represent geographic,
functional or organizational aspects of the organization. OUs can be nested within the
hierarchical structure of the directory tree. The concept of containment’® describes the
hierarchical relationships between objects. Containment is based on an object being
associated with its container. Directory objects include users, computers, printers,
policies and profiles. Objects within the same container may be associated as a natural
group. Directories utilize inheritance of rights and permissions from superior objects to
subordinate objects. Inheritance masks or filters can be used to administer object access
and property control.

Directory objects are defined by object type, class and context. Context is an object’s
position in the directory tree with regard to its relationship to other objects and their
position in the directory tree. Each object contains a set of attributes that further define
the object’s composition. Data from various repositories can be associated as object
attribute information. For example, a network address from DHCP can be associated with
a specific user object.

Policy Architecture for the Enterprise Network
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Figure 5. Policy Architecture for the Enterprise Network

19 Cisco Internetworking Technol ogies Handbook, Chapter 52, Directory-Enabled Networking.



The enterprise policy model is derived from the business needs of the organization with
respect to user stratification. User stratification is the layout of users and groups who
access the network with respect to what they do and the resources they require. Policy
statements represent common-language policy intent, such as the role of Vice President
requires priority access to the financials database. The service mapping states the network
services required to provide priority access to the financials database based on the Vice
Presidential role. The enterprise policy methods represent the type of policy to be
enforced: security; network management; operational process and workflow; quality of
service.

The usage model describes protocols and services that support management and
automated configuration of network elements. The suite of protocols specified in the
usage model is dependent on the services that are supported for policy-based networking
and policy-based network management. Network management and automated device
configuration utilize well-known protocols, such as SNMP and RMON, and additional
protocols such as COPS, DiffServ, IntServ, X.500, LDAP and XML.

The logica information model mirrors the physical layer of the network environment.
Physical network elements are represented in the logical environment as logical network
elements. Thisidea takes alittle getting used to since most people think of the network in
terms of its physical devices. When the network environment is conceptually represented
in alogical model, all elements can be viewed and managed as a system. It is the logical
representation of physical network elements that permits end-to-end management through
policy-based networking and policy-based network management.

Policy-Based Networ k M anagement

Policy-based network management addresses the need to manage the enterprise network
as a system as opposed to a collection of independent devices and services. An enterprise
network-management system is needed to address configuration control, monitoring and
the many other tasks associated with managing an enterprise network. A method of
associating network elements as equally represented components of a managed system is
needed to sustain enterprise network management. This is accomplished through the
information model and logical environment provided by the directory service.

Policy-based network management offers the benefits of automated hardware and
software configuration control. Automated QoS configuration is aso achievable, but the
network infrastructure must support sophisticated services such as COPS, DiffServ,
IntServ, LDAP and XML. These services are necessary to support an automated
management capability. Although multivendor support and industry standards are
continuing to evolve, the technologies are available to build toward policy-based network
management. Realization of such feature rich environment will require significant
coordination and investment of resources.

10



Phased Migration Strategy

[llustrated below is a phased migration strategy for an enterprise policy-based network.

Policy Based Networking Phased Migration
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Figure 6. Policy-Based Networking Phased Migration
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Highlighted in figure 6 is the architecture core of integrated data and network services. A
mature policy-based network environment will evolve to include many supporting
protocols. The resulting set of technologies is dependent on the unique functionality,
services and network consumers of each network environment.

All network services should be integrated in support of end-to-end information, identity,
security and network management. Network access services such as remote dial-in access
service (RADIUS) and virtua private networks (VPN) can take advantage of user
identity independent of the network access point. DNS and DHCP are integrated with the
directory service to provide integrated identity, network address and host name
management in support of cyber security and superior network function. PKI1 certificates
managed through this integrated environment offer the association of identity for trusted
transactions. Directory enabled applications such as PeopleSoft and Oracle offer
significant information management. For example, when a new employee is hired, the
PeopleSoft personnel data can be used to automatically create a network account in the
directory service with appropriate access permissions based on department, project,
location or other association.

A systems assessment is needed to determine what systems and databases are involved in
providing users with the resources required to do their work. This provides insight into
the scope and complexity of business processes and the as-built state of network. The
resulting information is fundamental to enterprise workflow and information integration.

Reguirements for enterprise policy implementation include:

* A significant understanding of the business, operational and functional aspects of the
organization to ensure the integrity of policy operation.

» A comprehensive technology foundation to support integrated information, identity
security, and network management.

* A standards based solution to support complex heterogeneous enterprise-network
environments.

 Data and network service integration with enabling technologies to provide a
uniformly managed enterprise network environment.

Cyber security requirementsinclude:

* All network resources must be secured to ensure the integrity, availability and
confidentiality of corporate information and resources.

* The enabling technologies must provide for a high degree of security through control
mechanisms for access control to information and network resources.

* Mechanisms for encryption and authorization will be required to ensure secure
communication during authentication and administrative access of the directory.

* An enterprise security architecture that allows for administrative and operational
separation to ensure that security barriers are maintained to mitigate the risk of
intrusion and compromise.

* A trusted policy framework to ensure the integrity, availability and confidentiality of
cyber policy function.

12



Summary

Technology-convergence initiatives and collaborative information exchange have
heightened the need for sophisticated enterprise-network management to service complex
heterogeneous computing environments. Enterprise cyber-security is of primary concern
due to the impending threat of intrusion and compromise. These issues present the
challenge of providing protected network service anywhere authorized users need access.

Policy based networking offers a comprehensive enterprise management solution to these
difficult chalenges. This is accomplished through the logical representation of the
physical network environment, which permits the enterprise network to be managed as a
system of related services and elements. A solid technology foundation is required to
provide and sustain the policy-based enterprise network environment. This foundation is
engineered from an enterprise technology architecture perspective and includes the tools
and technologies that enable comprehensive enterprise-network management. Integrated
network services organized around a central directory service form the core of this
technology foundation. A strategic set of enabling technologies is needed for integrated
policy-based networking and policy-based network management. These include an
enterprise directory service, LDAP and XML.

The operational characteristics of an organization must be well understood to determine a
corporate functional model. The corporate functional model forms the basis for policy-
based networking and rule-based policy definition. A trusted policy framework is needed
where surety is a consideration. This includes provisions for trusted policy definition,
administration, enforcement and validation to ensure the integrity, availability and
confidentiality of policy function.

Conclusion

Industry standards are in place to support policy-based networking and policy-based
network management. Although there is significant history in the development and
delivery of directory service technologies, the adoption of standards and multivendor
support is still evolving. Industry analysts predict that vendor enterprise policy-based
solutions will be available in the next few years. However, many tools are avail able today
and an investment in enabling technologies such directory services, LDAP and XML
pave the way toward successful policy-based networking.

A comprehensive technology foundation and a trusted policy framework are essential to
ensure the success of an enterprise policy-based network strategy. The factors that
facilitate successful implementation include adopting enabling technologies, designing
for integrated data and network services, incorporating identity management into the
cyber-security architecture and defining policies that are based on the operational
requirements and business rules of the organization. Comprehensive enterprise
management is not atrivial pursuit and requires careful planning, design and coordinated
commitment of resources.
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Appendix A
Definition of Acronyms & Abbreviations

AAA - Authentication, authorization & auditing
CIM - Common information model specification
CMIP - Common object information protocol
COPS - Common open policy service

DCT - Digital chain of trust

DEN - Directory enabled networks specification
DHCP - Dynamic host configuration protocol
DiffServ - Differentiated services

DirXML - Directory extensible markup language
DIT - Directory information tree

DMTF - Distributed Management Task Force
DNS - Domain name system

I[ETF - Internet Engineering Task Force

IntServ - Integrated services

LDAP - Lightweight directory access protocol
MOF - Managed object format

OU - Organizational unit

PBN - Policy based networking

PK1 - Public key infrastructure

PMS - Policy management system

QoS - Quality-of-service

RADIUS - Remote dia in access service
RMON - Remote monitoring

RSVP - Resource reservation protocol

SNMP - Simple network management protocol
SNMPConf - Simple network management protocol configuration
SOAP - Simple object access protocol

UML - Unified modeling language

VPN - Virtual Private Network

X.500 - The directory: concepts models and services standard
XML - Extensible markup language
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